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DETAILED ACTION 

Claim Rejections - 35 USC § 101 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 

1. Claims 1-9 are rejected under 35 U.S.C. 101 because the claimed 
invention is directed to non-statutory subject matter. 

Referring to claim 1 : 

Claim 1 recites "A computer program for a controlling apparatus, 
executing the procedures of: monitoring a frequency of communications from 
said controlling apparatus to the outside; and detecting computer virus infection at 
the controlling apparatus by means of comparing the monitored frequency of 
communications with a preset threshold value." A computer program is merely a set of 
instructions capable of being executed by a computer, so the computer program itself is 
not a process. Therefore, a claim for a computer program, without the computer- 
readable medium needed to realize the computer program functionality, is treated as 
nonstatutory functional descriptive material. Therefore, claim 1 recites non-statutory 
subject matter. 

Referring to claim 2-9: 

Claims 2-9 depend on claim 1 , therefore they are rejected with the same 
rationale applied against claim 1 above. 



Claim Rejections - 35 USC § 102 
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2. The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this Office 
action: 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another 
filed in the United States before the invention by the applicant for patent or (2) a patent granted on an 
application for patent by another filed in the United States before the invention by the applicant for patent, 
except that an international application filed under the treaty defined in section 35 1(a) shall have the effects 
for purposes of this subsection of an application filed in the United States only if the international 
application designated the United States and was published under Article 21(2) of such treaty in the English 
language. 

3. Claims 1-19 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Gupta etal. (U.S. Pub. No. 2003/0009699 A1), hereinafter "Gupta". 

Referring to claim 1 : 
Gupta teaches: 

A computer program for a controlling apparatus, 
executing the procedures of: 

monitoring a frequency of communications from said controlling 
apparatus to the outside (see page 12, paragraph [0149] of Gupta); and 

detecting computer virus infection at the controlling apparatus by 
means of comparing the monitored frequency of communications with a preset 
threshold value (see page 12, paragraph [0149] of Gupta). 
Referring to claims 2. 1 1 : 

Gupta discloses the claimed subject matter: a computer program for a 
controlling apparatus (see claim 1 above). Gupta further discloses the plurality of 
external devices (see page 13, paragraph [0161], last 3 lines of Gupta). 
Referring to claims 3. 12 : 

Gupta discloses the claimed subject matter: a computer program for a 
controlling apparatus (see claim 1 above). Gupta further discloses the specific 
destination port (see page 8, paragraph [0103] of Gupta). 
Referring to claims 4. 18 : 
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Gupta discloses the claimed subject matter: a computer program for a 
controlling apparatus (see claim 1 above). Gupta further discloses the warning 
message (see page 4, paragraph [0055] of Gupta). 
Referring to claims 5, 13 : 

Gupta discloses the claimed subject matter: a computer program for a 
controlling apparatus (see claim 1 above). Gupta further discloses the time interval (see 
page 6, paragraph [0077] of Gupta). 
Referring to claims 6, 14 : 

Gupta discloses the claimed subject matter: a computer program for a 
controlling apparatus (see claim 1 above). Gupta further discloses monitoring a number 
of packets that are associated with a specific destination port number (see page 8, 
paragraph [0103] of Gupta). 

Referring to claims 7, 15 : 

Gupta discloses the claimed subject matter: a computer program for a 
controlling apparatus (see claim 1 above). Gupta further discloses the connection 
request packet (see page 8, paragraph [0103], TCP SYN packet, of Gupta). 
Referring to claim 8 : 

Gupta discloses the claimed subject matter: a computer program for a 
controlling apparatus (see claim 1 above). Gupta further discloses the controlling 
apparatus (see e.g. figure 1 , element 27-0 of Gupta). 
Referring to claim 9, 17 : 

Gupta discloses the claimed subject matter: a computer program for a 
controlling apparatus (see claim 1 above). Gupta further discloses the image forming 
apparatus (see figure 14, element 122 'printer' of Gupta). 
Referring to claims 10, 19 : 
Gupta teaches: 

A controlling apparatus comprising: 

a monitor for monitoring a frequency of communications from said 
controlling apparatus to the outside (see page 12, paragraph [0149] of Gupta); and 
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a detector for detecting computer virus infection at said controlling 
apparatus by means of comparing the monitored frequency of communications with a 
preset threshold value (see page 12, paragraph [0149] of Gupta). 
Referring to claim 16 : 

Gupta discloses the claimed subject matter: a controlling apparatus (see 
claim 10 above). Gupta further discloses the frequency of the connection request 
packet (see page 8, paragraph [0103], TCP SYN packet; and page 12, paragraph 
[0149], 'generate an alert when traffic exceeds a predetermined high water mark for a 
given zone, such as a single server, a sub-net, an enterprise network, and the like', of 
Gupta). 



Conclusion 

4. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Joseph Pan whose telephone number is 571-272- 
5987. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Kim Vu can be reached at 571-272-3859. The fax and phone 
numbers for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Any inquiry of a general nature or relating to the status of this application 
or proceeding should be directed to the receptionist whose telephone number is 571- 
272-2100. A, 



